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While it works over any coefficient field, the XL Algorithm was developed
to solve polynomial systems of equations mod 2. Such polynomial systems arise
during the cryptanalysis of many ciphers [10]. The XL algorithm has been the
subject of numerous papers since its original appearance [4] [5] [6] [7] [8] [9], and
the algorithm featured in the Ph.D. dissertation of Nicolas Courtois [3].
The algorithm can be thought of as converting the original polynomial system
of equations into an enormous linear algebra problem. Each monomial of the polynomial system becomes a variable in the linear system, and thus a column in the
XL matrix [10]. The equations are each multiplied by all possible monomials of
degree up to some fixed degree, generating a very large number of rows. One then
computes the RREF of the resulting matrix. If certain parameters are carefully
chosen at the start, then the solution to the polynomial system will be obtained.
This also leads to an interesting paradox, an exciting connection to the theory
of NP-Completeness. Computing the RREF of a matrix is a cubic-time (or faster)
problem, but solving a polynomial system of equations is an NP-Complete problem. How then, can the act of solving a polynomial system, which is believed to be
very hard, be reduced to the act of solving a linear system, which is believed to be
very easy? This seems to imply P = NP, which would be a surprise. The resolution
of this paradox is that the matrix is so large, that its size is exponentially large in
comparison to the original polynomial system of equations. This is the origin of
the name, “XL,” as it stands for eXtended Linearization, but is also the designation
that means “extra large” for items of clothing.
There are several successor algorithms that are enhancements of the XL algorithm, including MutantXL [13] [2] [11]. The F4 family of algorithms, discovered
independently by Jean-Charles Faugere [12], and his coauthors, can also be shown
to be equivalent (or very similar) to the XL algorithm in many cases, and has many
follow-on papers as well.
To be concise, this talk will focus only on the original XL paper (making the
talk extremely well-suited to beginners), and if time permits, the connections to
NP-Completeness will be sketched, but there will not be time for proofs. Further
information on the XL family of algorithms can be found in Chapter 12.4, “The XL
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Algorithm,” of Algebraic Cryptanalysis [1], a monograph written by the speaker,
and published by Springer in 2009.
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